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Facts considered 
Brief description of what the data processing is intended to accomplish (i.e. the purpose for the data collection and use).  

Available platforms  

Data inputs to the service  

Microsoft's role with respect to the data.  
Is Microsoft the data processor or controller when data is processed in the services?  

Microsoft's legitimate business operations. This section address Microsoft's role with respect to the data used for 
legitimate business operations which consist of the following, each as incident to delivery of the service to the customer: 
(1) billing and account management; (2) compensation (e.g., calculating employee commissions and partner incentives); 
(3) internal reporting and modeling (e.g., forecasting, revenue, capacity planning, product strategy); (4) combatting 
fraud, cybercrime, or cyber-attacks that may affect Microsoft or Microsoft Products; (5) improving the core functionality 
of accessibility, privacy or energy-efficiency; and (6) financial reporting and compliance with legal obligations. 

Diagnostic data. This section addresses whether Microsoft collects diagnostic data associated with use of the product 
and, if yes, how IT admins can control it. Diagnostic data is data Microsoft collects from locally installed software. 

Customer data. This section addresses whether Microsoft stores customer data associated with use of this product. 
Customer data is all data, including text, sound, video or image files, and software provided to Microsoft through a user's 
use of a Microsoft enterprise online services. It includes customer content, which is the data that is uploaded for storage 
or processing, and apps that are uploaded for distribution through a Microsoft enterprise cloud service. 

Optional connected services. This section explains whether the product includes the ability for users to use optional 
connected services and, if yes, whether it provides IT admins and end users with controls for choosing whether to use 
these optional connected services. Optional connected services are cloud-backed services that are not covered by an 
organization's agreement with Microsoft. Instead, the agreement is between Microsoft and the end user. 
 
When optional connected services are used Microsoft is the data controller and when third party services are used the 
third party is the controller of the data. 

Data retention period for optional connected services. This section explains whether Microsoft retains any customer 
data or personal data needed to deliver any optional connected services. Personal data is information relating to an 
identified or identifiable natural person. 

Insights. This section explains whether the product has the ability to compute insights for a user or the organization. 
Insights are computed facts from the data processed, stored, or collected. For example:  John responds to emails during 
59% of his meetings. Sally spends 90% of her workday in meetings. Microsoft 365 products and services do not profile.  

IT Admin Controls. This section explains where to find the product's IT admin controls for data governance.   

User activity reports. This section explains whether any reports regarding a user's use of the product are available to the 
IT admin, and how to access such log data. 

End user choice regarding the logging of user activity. This section explains whether the product has any user controls 
that allow end users to choose whether their activities are logged. 
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Service Element Microsoft Teams 
Brief description 

Microsoft Teams is a Microsoft service offered to enterprise customers as a collaboration and communication tool. 
Microsoft Teams brings together the full breadth and depth of Microsoft 365, to provide a chat-based collaboration hub. 
Microsoft Teams is built on existing Microsoft technologies woven together by Microsoft 365 Groups. Out of the box, 
Teams leverages identities stored in Azure Active Directory (Azure AD) and integrates with the other services within 
Microsoft 365, to create a SharePoint online site, an Office 365 Group and an Exchange Online group mailbox for each 
team created.    
 
The Microsoft Teams persistent chat, calling and meetings integrate with the Office substrate allowing use of the built-in 
Microsoft 365 capabilities, such as archiving and eDiscovery.   
The Microsoft Teams app extensibility suite includes connectors, tabs, messaging extensions, web-hooks and bots, when 
permitted by the tenant administrator, these first and third party apps enable the flow of information, content, and 
intelligent interactions with Microsoft Teams.   

Available platforms  

Microsoft Teams is an online service that can be accessed via a web browser or via locally installed software that runs on 
Windows desktop, MacOS desktop, Android and iOS mobile. 

Data inputs to the service  

Microsoft Teams processes data created directly by the tenant administrator and/or end users, including the following 
functions as enabled by the administrator: chat, user presence, screen sharing, meetings, files created or uploaded, team 
notes, in some cases, users can call and receive calls from within Teams and store contact details. 

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

No diagnostic data is collected when Microsoft Teams is accessed via a web browser. If Microsoft Teams is accessed via 
locally installed software that runs on Windows desktop, MacOS desktop, Android or iOS mobile, then diagnostic data 
associated with that software is collected. See here to learn about the data types collected and how to restrict 
collection: https://docs.microsoft.com/MicrosoftTeams/policy-control-overview 

Customer data. 

Yes. Microsoft Teams has the ability to store customer data. Users and IT admins have the ability to delete customer 
data stored in Microsoft Teams at any time. 

Optional connected services.a.  

Yes. Microsoft Teams provides IT admins the ability to offer users the option to use optional connected services. If an IT 
admin chooses to provide users with the option to use optional connected services, users have the ability to choose 
whether to use these optional connected services. To learn more about these optional connected services, including 
what agreement covers them, and how they can be controlled, see: 
https://review.docs.microsoft.com/MicrosoftTeams/teams-privacy-oce-overview 

Data retention period for optional connected services. 

Any customer data or personal data needed to provide optional connected services is retained for only as long as 
required to provide the service and in some cases third party optional connected services must be considered. 

Insights. 

No, Microsoft Teams does not compute insights for users or the organization.  

IT Admin Controls. 

Please see the Admin portal here for toggles: https://admin.teams.microsoft.com/dashboard  

User activity reports. 

Please see: https://admin.teams.microsoft.com/dashboard 

End user choice regarding the logging of user activity. 

No end-user controls are currently available. 

 

https://docs.microsoft.com/MicrosoftTeams/teams-overview
https://admin.teams.microsoft.com/dashboard
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Service Element Exchange Online  
Brief description 

Exchange Online provides email related services, it is a hosted messaging, calendaring, and note-taking service that 
requires processing of large amounts of data to deliver the capabilities of Microsoft Exchange Server as a cloud-based 
service. It gives users access to email, calendar, contacts, and tasks from PCs, the web, and mobile devices.  In addition 
to these core services, Exchange Online provides an extensibility platform that allows 1st and 3rd party applications to 
connect to the service and provide additional features or services, such as notetaking and bill paying services.  Exchange 
Online integrates with Microsoft Azure Active Directory, enabling administrators to use group policies, as well as other 
administration tools, to manage Exchange Online features across their environment.   

Available platforms  

Exchange Online is an online service that can be accessed via a web browser or via locally installed software that runs on 
Windows desktop, Mac OS desktop, Android mobile and iOS mobile. Exchange Online is a backend service and the locally 
installed software that connects to Exchange is called Outlook. 

Data inputs to the service  

Exchange Online data is created directly by tenant administrator and/or end users, using the frontend web browser or 
via locally installed software, including the Add-ins and Connectors that are enabled by the tenant admins and/or end 
users.  

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

No, diagnostic data is collected when Exchange is accessed via a web browser. If Exchange is accessed via locally installed 
Outlook software, then diagnostic data associated with the locally installed Outlook software is collected. See this link to 
learn about the data types collected and how to restrict collection: 
https://docs.microsoft.com/deployoffice/privacy/required-diagnostic-data. 

Customer data. 

Yes. Exchange has the ability to store customer data. Users and IT admins have the ability to delete customer data stored 
in Exchange at any time. 

Optional connected services.a.  

Exchange Online is a backend service that works with Outlook. Outlook provides IT admins the ability to offer users the 
option to use optional connected services (such as add-ins). If an IT admin chooses to provide users with the option to 
use optional connected services, users have the ability to choose whether to use these optional connected services. To 
learn more about these optional connected services, including what agreement covers them, and how they can be 
controlled, see: https://docs.microsoft.com/deployoffice/privacy/optional-connected-experiences. 

Data retention period for optional connected services. 

Any customer data or personal data needed to provide optional connected service is retained for only as long as 
required to provide the service and in no case longer than 48 hours, except for services that rely on Bing. For services 
that rely on Bing, the search query retained but is completely delinked from the user's identity.  

Insights. 

Exchange Online processes data and uses machine learning to support features and provide inferences to offer users 
proactive assistance. Examples include: (1) Exchange Online event creation feature for hotel, airline and other 
reservations provides user-centric assistance for calendaring; and (2)  Exchange Online will recommend names of people 
that you may want to email based on input of only a few letters.  The Exchange Online service continues to evolve and 
improve based on customer and user requests and expectations.  

IT Admin Controls. 

Please see the Exchange admin portal documentation here: https://docs.microsoft.com/exchange/exchange-online  

User activity reports. 

Please see: https://admin.microsoft.com/Adminportal/Home  

End user choice regarding the logging of user activity. 

End user controls are on the frontend app. Admin and/or end users can enable add-ins or connectors.   

https://docs.microsoft.com/Exchange/exchange-online
https://docs.microsoft.com/en-us/exchange/exchange-online
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Service Element OneDrive for Business and SharePoint Online 
Brief description 

SharePoint Online provides content collaboration sites for teams. This includes experiences to collaborate on files (for 
example Microsoft Word) stored in document libraries, with features such as versioning, document conversations and 
co-authoring. These experiences integrate with Office Online and other apps for editing documents of different types. 
SharePoint collaboration sites also integrate with Office 365 Groups: creating sites linked to groups that feature a 
mailbox, group chat with Microsoft Teams, Microsoft Planner for tracking tasks, etc.  SharePoint supports creation of 
intranet portals and publishing sites. Customers can integrate apps (for example PowerApps) and workflows (for 
example Flow) into content creation and management processes. An open developer framework allows developers to 
build rich applications that can manipulate SharePoint files and lists, triggered by events such as file changes.   
   
OneDrive for Business is built on SharePoint Online sites. OneDrive for Business provides end users with the one place to 
store the individual's business documents and content. The content is tightly associated with an individual but can be 
shared with other members of the organization or external collaborators. End users can also move files to and from 
SharePoint sites. The OneDrive experience maintains lists of sites and documents a user has been invited to collaborate 
on, and content they are following. When using Exchange Online, end users can send Cloud Attachments in mail, 
whereby files are hosted on OneDrive for Business and a link is sent to the collaborator.  

Available platforms  

SharePoint Online and OneDrive for Business are online services that can be accessed via web browsers or via locally 
installed software that runs on Windows desktop, Mac OS desktop, Android mobile and iOS mobile. 

Data inputs to the service  

SharePoint Online and OneDrive for Business data is created directly by the tenant administrator and/or users, including 
the following functions as enabled by the administrator: Microsoft Office documents, image files, videos, task lists, 
custom structured lists, blogs, announcements. Files and customer content have metadata associated with them, 
indicating such information as creation date, modified date, created by, version history of changes, etc.   

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

No, diagnostic data is collected when SharePoint Online and OneDrive for Business are accessed via a web browser. If 
these online services are accessed via client software, then diagnostic data associated with the locally installed software 
is collected. See here to learn about the data types collected and how to restrict collection: 
https://docs.microsoft.com/deployoffice/privacy/required-diagnostic-data 

Customer data. 

Yes. SharePoint Online and OneDrive for Business have the ability to store customer data. Users and IT admins have the 
ability to delete customer data stored in SharePoint Online and OneDrive for Business at any time. 

Optional connected services.a.  

No.  SharePoint Online and OneDrive for Business do not provide users with the ability to connect to optional connected 
services. 

Data retention period for optional connected services. 

Not applicable. Optional connected services are not available through SharePoint Online and OneDrive for Business . 

Insights. 

Yes, please see the admin portal. documentation at https://docs.microsoft.com/en-us/sharepoint/get-started-new-
admin-center 
 or through https://admin.microsoft.com/Adminportal/Home  

IT Admin Controls. 

Please see the admin portal documentation here: https://docs.microsoft.com/sharepoint/get-started-new-admin-center 
or through https://admin.microsoft.com/Adminportal/Home  

User activity reports. 

http://https/products.office.com/sharepoint/collaboration?ms.officeurl=sharepoint
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Please see: https://docs.microsoft.com/sharepoint/get-started-new-admin-center or through or through 
https://admin.microsoft.com/Adminportal/Home  

End user choice regarding the logging of user activity. 

Admins may enable Optional connected experiences for their IW's and every IW can disable or choose to not use them. 

 

Service Element Intune 
Brief description 

Microsoft Intune is a cloud-based service that focuses on mobile device management (MDM) and mobile application 
management (MAM). It helps enable organization workforce to be productive while keeping corporate data protected. 
With Microsoft Intune, organizations can manage and secure mobile devices, applications, and PCs across Windows, 
Windows Phone, Apple iOS and MacOS, and Google Android platforms; manage the mobile applications the workforce 
uses; protect the company information by helping to control the ways the organization's workforce accesses and shares 
it; and ensure devices and applications are compliant with company's security requirements. Microsoft Intune also helps 
support bring your own device (BYOD) initiatives within organizations.  
 
Intune is included in Microsoft's Enterprise Mobility + Security (EMS) suite and enables users to be productive while 
keeping their organization's data protected. It integrates with other services, including Microsoft 365 and Azure Active 
Directory (Azure AD) to control who has access, what they have access to, and use Azure Information Protection for data 
protection.  

Available platforms  

Intune is an online service that can be joined or registered to an Azure Active Directory account or registered with 
Windows desktop, MacOS desktop, Windows mobile, iOS mobile and Android mobile. 

Data inputs to the service  

Intune collects the following types of personal data in order to provide and troubleshoot the Intune service:   
- Device names and inventory data used to provide the service.  
- Administrator data, including the name, address, phone number, and email address of the account owner and IT 
administrators (Microsoft uses this data to provide the Online Service, complete transactions, administer the account 
and detect and prevent fraud.)  
- The following types of data are collected from the mobile devices managed by Intune:  
Hardware inventory: This information is provided by the mobile device operating system (Windows, iOS, and Android) 
and may be different based on each OS. This information could include, but is not limited to: Name, Manufacturer, 
Model, Operating system, Processor, Serial number, OS version, Cellular technology, Jailbreak status, Free/Total space, 
Exchange Device ID, Wi-Fi MAC address, Ethernet MAC address, and Device encryption status  
- Application inventory: There are two types of apps which can be installed on a mobile device. Corporate apps are 
installed through Intune’s Company Portal and are offered or required by your company’s Intune administrator. Personal 
apps are those which the user installs on their own from the Windows Store, Apple App Store, or Google Play. App 
Inventory includes: Application Name, Version, ID, Installation location, Size.  

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

Intune collects optional diagnostic data to detect, diagnose, and fix problems from users through various Intune client 
apps. The client apps includes iOS/iPadOS Company Portal, MacOS Company Portal, Windows Company Portal, Android 
Company Portal, Android Intune app, MacOS sidecar, Windows sidecar, and Android Mobile App Management. Data in 
the optional category is not essential to the product or service experience. Customers can control the collection of 
optional data. Intune enables customers to opt-in or opt-out of optional data collection. Examples of the optional 
diagnostic data may include application usage data, error, and performance data. All diagnostic data Microsoft collects 
during the use of any Microsoft 365 Apps for enterprise applications and services is pseudonymized as defined in the 
ISO/IEC 19944:2017 (section 8.3.3) standard. 

Customer data. 

https://docs.microsoft.com/mem/intune/
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Yes. Intune has the ability to store customer data. Users and IT admins have the ability to delete customer data stored in 
Intune at any time. 

Optional connected services.a.  

No.  Intune does not provide IW users with the ability to connect to optional connected services. 

Data retention period for optional connected services. 

Not applicable. Optional connected services are not available through Intune. 

Insights. 

Yes, Endpoint Analytics provide insights for measuring how an organization is working and the quality of the experience 
being delivered to users. Please see documentation about analytics for more information:  
https://docs.microsoft.com/mem/analytics/overview for more information on how to enroll.  

IT Admin Controls. 

Please see the Intune admin portal documentation here: https://docs.microsoft.com/mem/intune/fundamentals/setup-
steps 

User activity reports. 

Please see documentation at: https://docs.microsoft.com/mem/intune/fundamentals/tutorial-walkthrough-intune-
portal for Intune Admin Portal. 

End user choice regarding the logging of user activity. 

Yes. End users can opt out of sending optional client side diagnostic data to Intune.  

 

Service Element MyAnalytics 
Brief description 

MyAnalytics is offered to enterprise customers to provide end users insights on how they spend their time, using 
information from their calendar and their email and other Microsoft 365 applications.   
  
MyAnalytics uses Microsoft 365 application information to derive key insights about how people spend their time and 
help users to prioritize and spend their time effectively. These insights are surfaced entirely from information that is 
already available to the users.   
  
There are various ways to receive these insights:  
Dashboard: a user can see statistics in the dashboard on how the user has spent time over the past week.   
Weekly email digest: A user can also receive a weekly digest in email that gives highlights about the previous week.   
Outlook Add-in: The Add-in presents a user with cards that report on aspects of the users recent work experience and 
lets the user respond in various ways.    

Available platforms  

MyAnalytics is an online service that can be accessed via a web browser or via add-ins for Outlook Windows desktop or 
Outlook MacOS desktop. 

Data inputs to the service  

MyAnalytics processes and relies on the data from a user’s activity across Microsoft 365 services, including the following 
data: Exchange Online email and calendar data, chat and call signals from Microsoft Teams (and Skype for Business), 
document activity data, and optionally, Windows 10 application activity history. 

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

MyAnalytics does not collect diagnostic data. MyAnalytics relies on Office client telemetry for certain purposes (e.g., 
understanding product usage and product improvement, and also for certain product features). 

Customer data. 

Yes. MyAnalytics has the ability to store customer data. Users and IT admins have the ability to delete customer data 
stored in MyAnalytics at any time. 

http://docs.microsoft.com/workplace-analytics/myanalytics/overview/privacy-guide
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Optional connected services.a.  

No.  MyAnalytics does not provide users with the ability to connect to optional connected services. 

Data retention period for optional connected services. 

Not applicable. Optional connected services are not available through MyAnalytics. 

Insights. 

Yes.  MyAnalytics computes insights on a person’s work patterns.  Please see the MyAnalytics privacy guide for admins 
for more information: https://docs.microsoft.com/workplace-analytics/myanalytics/overview/privacy-guide 

IT Admin Controls. 

An IT admin can assign MyAnalytics user licenses and configure default settings for end users in the Microsoft 365 admin 
center.  Please see Configure MyAnalytics for more information: https://docs.microsoft.com/workplace-
analytics/myanalytics/setup/configure-myanalytics 

User activity reports. 

N/A 

End user choice regarding the logging of user activity. 

Yes.  End users can opt out of MyAnalytics in the “Settings” pane of the MyAnalytics dashboard.  Additionally, end users 
must opt in to allow MyAnalytics to process their Windows 10 application activity history.  Please see the privacy guide 
for MyAnalytics users for more information: https://docs.microsoft.com/en-us/workplace-
analytics/myanalytics/overview/privacy-guide-users 

 

Service Element Workplace Analytics  
Brief description 

Workplace Analytics is built on Microsoft 365 and offers the same enterprise-level privacy, security, and compliance 
commitments from Microsoft as the rest of Microsoft 365.  It uses identities stored in Azure Active Directory.  Workplace 
Analytics processes data on a user’s activity across Microsoft 365 services, such as the following data: Exchange Online 
email and calendar data, chat and call signals from Microsoft Teams (and Skype for Business), and optionally, Windows 
10 application activity history.  It also processes data that the organization chooses to upload.  It uses this data 
to provide individuals in designated roles with timely insights on how groups within the organization work and 
collaborate.  

Available platforms  

Workplace Analytics is an online service that can be accessed via a web browser. 

Data inputs to the service  

Workplace Analytics processes Microsoft 365 email, calendar, and Teams metadata, along with organizational data that 
the customer chooses to upload.  

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

Workplace Analytics does not collect diagnostic data. 

Customer data. 

Yes. Workplace Analytics has the ability to store customer data. Users and IT admins have the ability to delete customer 
data stored in Workplace Analytics at any time. 

Optional connected services.a.  

No.  Workplace Analytics does not provide users with the ability to connect to optional connected services. 

Data retention period for optional connected services. 

Not applicable. Optional connected services are not available through Workplace Analytics. 

Insights. 

https://docs.microsoft.com/workplace-analytics/privacy/data-protection-intro
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Yes.  Workplace Analytics computes insights on collaboration patterns in an organization.  Please see Data analysis in 
Workplace Analytics for more information: https://docs.microsoft.com/workplace-analytics/overview/get-started  

IT Admin Controls. 

In the Workplace Analytics homepage, IT administrators (or their delegates) can determine the scope of Office 365 data 
to be processed, assign people to roles with different data access permissions, and configure other privacy settings.  
Please see Set up Workplace Analytics for more information: https://docs.microsoft.com/workplace-analytics/setup/set-
up-workplace-analytics 

User activity reports. 

Activities of Workplace Analytics users (i.e., analysts) are logged and available to IT admins in the Workplace Analytics 
service.  

End user choice regarding the logging of user activity. 

Workplace Analytics users (i.e., analysts) do not have control over whether their activities within the Workplace 
Analytics service are logged.  Furthermore, Workplace Analytics does not provide an interface to the users whose data is 
being processed (i.e., data subjects), so these users cannot control if Workplace Analytics processes their data.  Only IT 
administrators can control the data processing performed by Workplace Analytics.  

 

Service Element Microsoft 365 Apps for enterprise  
Brief description 

Microsoft 365 Apps is the always up-to-date suite of desktop apps (including Word, PowerPoint, Excel, OneNote and 
Publisher) available as a subscription.  Microsoft 365 Apps includes exclusive intelligent capabilities like Ideas in Excel 
and Researcher in Word, real-time collaboration and advanced security features offered to enterprise customers to 
allow users to create, communicate, and collaborate.   

Available platforms  

Microsoft 365 Apps refer to a set of locally installed productivity software that run on Windows desktop and Mac OS 
desktop. 

Data inputs to the service  

Microsoft 365 Apps provide features and services to enable various forms of document viewing, editing, creation, and 
collaboration. Documents may be stored online in public or private file systems or locally within the applications.  For 
example, documents can be saved on a user’s local hard drive, personal cloud storage like OneDrive for Business, 
publicly accessible forums like WordPress, or in email systems such as Exchange. Online services may transmit user data 
to Microsoft to retrieve data relevant to the intent of the service. This data transfer may be a simple internet call to a 
service end-point. It may also involve the transfer of customer content data to perform analysis, recommendations, or 
transformation services on the user’s behalf. Here is a list of the online services: 
https://docs.microsoft.com/deployoffice/privacy/connected-experiences 
 
Office Documents are created in formats specific to the application for which they were designed, but they often may 
embed part or whole documents of different formats. For example, a Word document (.docx file) may embed part, or all, 
of a PowerPoint presentation file (.pptx).   

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data-- primarily 
service generated data-- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

Microsoft 365 Apps are comprised of locally installed software and diagnostic data is collected and sent to Microsoft to 
keep the software secure and up-to-date, detect, diagnose and remediate problems, and also make product 
improvements. See this link to learn about the data types collected and how to restrict collection: 
https://docs.microsoft.com/DeployOffice/privacy/overview-privacy-controls.  

Customer data. 

https://www.microsoft.com/microsoft-365/office-365
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No. Microsoft 365 Apps do not have the ability to store customer data. When users create documents using Microsoft 
365 Apps, users decide where to store their documents. Their documents (and all associated customer content) can be 
stored on their local device or to an online location, such as Microsoft SharePoint Online. When users elect to store their 
documents to a Microsoft online location, users and IT admins have the ability to delete or modify the stored documents 
at any time. 

Optional connected services.a.  

Yes. Microsoft 365 Apps provides IT admins the ability to offer users the option to use optional connected services (such 
as add-ins). If an IT admin chooses to provide users with the option to use optional connected services, users have the 
ability to choose whether to use these optional connected services. To learn more about these optional connected 
services, including what agreement covers them, and how they can be controlled, see 
https://docs.microsoft.com/deployoffice/privacy/optional-connected-experiences. 

Data retention period for optional connected services. 

Any customer data or personal data needed to provide optional connected service is retained for only as long as 
required to provide the service and in no case longer than 48 hours, except for services that rely on Bing. For services 
that rely on Bing, the search query retained but is completely delinked from the user's identity.  

Insights. 

Yes. For example, Power Point designer once you've turned on "connected experiences," PowerPoint automatically 
shows you design ideas when you're creating your slides. Over time PowerPoint learns from your experience using 
design ideas and shows you design ideas similar to ones you've chosen in the past.  Office templates will be offered to a 
user based on the frequency of their use. So the one you choose most often will be prioritized to display first.  

IT Admin Controls. 

The following site helps administrators for enterprise and commercial organizations deploy, manage, and secure the 
latest Office subscription and volume license products: https://config.office.com/ 
 
IW’s can delete content from within the applications. Admins can also request deletion from the Tenant Admin Privacy 
Portal or via the Privacy Response Center. Admins have Admin control panel where they can choose to turn off various 
experiences (Services that Analyze my content,  Services that download online content), as well as Optional Connected 
Experiences read more here: https://docs.microsoft.com/deployoffice/privacy/overview-privacy-controls 

User activity reports. 

N/A 

End user choice regarding the logging of user activity. 

Yes, in Microsoft 365 Apps admins may enable Optional Connected experiences for their IW's and every IW’s can disable 
them if they so choose as well as delete content from within the applications. 

 

Service Element Office mobile app 
Brief description 

Office mobile apps on iOS and Android mobile devices consists of the individual  productivity apps Word, Excel, 
PowerPoint, Lens, as well as the integrated Office App. Office mobile apps is a branded suite of productivity products. All 
are offered to enterprise customers to allow users to create, communicate, and collaborate.  

Available platforms  

Office mobile apps refer to a set locally installed productivity software that run on iOS and Android mobile devices.  

Data inputs to the service  

Office mobile apps provide features and services to enable various forms of document viewing, editing, creation, and 
collaboration. Documents may be stored online in public or private file systems or locally within the applications.  For 
example, documents can be saved on a user’s local hard drive, personal cloud storage like OneDrive for Business, 
publicly accessible forums like WordPress, or in email systems such as Exchange. Online services may transmit user data 
to Microsoft to retrieve data relevant to the intent of the service. This data transfer may be a simple internet call to a 
service end-point. It may also involve the transfer of customer content data to perform analysis, recommendations, or 
transformation services on the user’s behalf. Here is a list of the online services: 
https://docs.microsoft.com/deployoffice/privacy/connected-experiences 
 
Office Documents are created in formats specific to the application for which they were designed, but they often may 
embed part or whole documents of different formats. For example, a Word document (.docx file) may embed part, or all, 
of a PowerPoint presentation file (.pptx).   
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Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data- primarily 
service generated data- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

Office 365 Mobile App is comprised of locally installed software and diagnostic data is collected and sent to Microsoft to 
keep the software secure and up-to-date, detect, diagnose and remediate problems, and also make product 
improvements. See this link to learn about the data types collected and how to restrict collection: 
https://docs.microsoft.com/DeployOffice/privacy/overview-privacy-controls.  

Customer data. 

No. Office 365 Mobile App does not have the ability to store customer data. When users create documents using Office 
365 Mobile App, users decide where to store their documents. Their documents (and all associated customer content) 
can be stored on their local device or to an online location, such as Microsoft SharePoint Online. When users elect to 
store their documents to a Microsoft online location, users and IT admins have the ability to delete or modify the stored 
documents at any time. 

Optional connected services.a.  

Yes. Office 365 Mobile Apps provides IT admins the ability to offer users the option to use optional connected services 
(such as add-ins). If an IT admin chooses to provide users with the option to use optional connected services, users have 
the ability to choose whether to use these optional connected services. To learn more about these optional connected 
services, including what agreement covers them, and how they can be controlled, see 
https://docs.microsoft.com/deployoffice/privacy/optional-connected-experiences. 

Data retention period for optional connected services. 

Any customer data or personal data needed to provide optional connected service is retained for only as long as 
required to provide the service and in no case longer than 48 hours, except for services that rely on Bing. For services 
that rely on Bing, the search query retained but is completely delinked from the user's identity.  

Insights. 

Yes. For example, Power Point designer once you've turned on "connected experiences," PowerPoint automatically 
shows you design ideas when you're creating your slides. Over time PowerPoint learns from your experience using 
design ideas and shows you design ideas similar to ones you've chosen in the past.  Office templates will be offered to a 
user based on the frequency of their use. So the one you choose most often will be prioritized to display first.  

IT Admin Controls. 

The following site helps administrators for enterprise and commercial organizations deploy, manage, and secure the 
latest Office subscription and volume license products: https://config.office.com/IW’s can delete content from within 
the applications. Admins can also request deletion from the Tenant Admin Privacy Portal or via the Privacy Response 
Center. Admins have Admin control panel where they can choose to turn off various experiences (Services that Analyze 
my content,  Services that download online content), as well as Optional Connected Experiences read more here: 
https://docs.microsoft.com/deployoffice/privacy/overview-privacy-controls 

User activity reports. 

N/A 

End user choice regarding the logging of user activity. 

Yes, in Office mobile apps admins may enable Optional Connected experiences for their IW's and every IW’s can disable 
them if they so choose as well as delete content from within the applications. 

 

Service Element Office for the web 
Brief description 

https://support.microsoft.com/office/get-started-with-office-for-the-web-in-microsoft-365-5622c7c9-721d-4b3d-8cb9-a7276c2470e5
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Office for the web (formerly Office Web Apps) opens Word, Excel, OneNote, and PowerPoint documents in a web 
browser. Office for the web makes it easier to work and share Office files from anywhere with an internet connection, 
from almost any device. Microsoft 365 customers with Word, Excel, OneNote, or PowerPoint can view, create, and edit 
files on the go. Microsoft Office is a branded suite of productivity products and is offered to customers to allow users to 
create, communicate, and collaborate.  Office for the web is the browser counterpart to the PC-based Office applications 
and is intended for both consumer and business enterprise settings. 

Available platforms  

Office for the web refers to a set of online productivity services that can be accessed via a web browser. 

Data inputs to the service  

Office provides features and services to enable various forms of document viewing, editing, creation, and collaboration. 
Documents may be stored online in public or private file systems or locally within the applications.  For example, 
documents can be saved on a user’s local hard drive, personal cloud storage like OneDrive for Business, publicly 
accessible forums like WordPress, or in email systems such as Exchange. Online services may transmit user data to 
Microsoft to retrieve data relevant to the intent of the service. This data transfer may be a simple internet call to a 
service end-point. It may also involve the transfer of customer content data to perform analysis, recommendations, or 
transformation services on the user’s behalf. Here is a list of the online services: 
https://docs.microsoft.com/deployoffice/privacy/connected-experiences 
 
Office Documents are created in formats specific to the application for which they were designed, but they often may 
embed part or whole documents of different formats. For example, a Word document (.docx file) may embed part, or all, 
of a PowerPoint presentation file (.pptx).   

Microsoft's role with respect to the data. 

Microsoft is the data processor when we provide the online services. Additionally, Microsoft processes data- primarily 
service generated data- for business operations purposes incident to delivery of the services. Please see Microsoft's 
legitimate business operations below for expanded detail.  

Microsoft's legitimate business operations. 

To the extent Microsoft processes personal data in connection with its own legitimate business operations, as described 
in the Online Services Terms, Microsoft will be an independent controller for such processing, the legal basis of which is 
legitimate interests.  

Diagnostic data. 

Office for the web (formerly Office Web Apps) is an online service and does not collect diagnostic data.  

Customer data. 

No. Office for the web does not have the ability to store customer data. When users create documents using Office for 
the web, their documents are automatically saved to OneDrive (or Exchange Online in the case of email documents). 
Users and IT amins have the ability to delete or modify them at any time, and to save them to a local device at any time.  

Optional connected services.a.  

Yes. Office for the web provides IT admins the ability to offer users the option to use optional connected services (such 
as add-ins). If an IT admin chooses to provide users with the option to use optional connected services, users have the 
ability to choose whether to use these optional connected services. To learn more about these optional connected 
services, including what agreement covers them, and how they can be controlled, see 
https://docs.microsoft.com/deployoffice/privacy/optional-connected-experiences. 

Data retention period for optional connected services. 

Any customer data or personal data needed to provide optional connected service is retained for only as long as 
required to provide the service and in no case longer than 48 hours, except for services that rely on Bing. For services 
that rely on Bing, the search query retained but is completely delinked from the user's identity.  

Insights. 

Yes. For example, Power Point designer once you've turned on "connected experiences," PowerPoint automatically 
shows you design ideas when you're creating your slides. Over time PowerPoint learns from your experience using 
design ideas and shows you design ideas similar to ones you've chosen in the past.  Office templates will be offered to a 
user based on the frequency of their use. So the one you choose most often will be prioritized to display first.  

IT Admin Controls. 
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The following site helps administrators for enterprise and commercial organizations deploy, manage, and secure the 
latest Office subscription and volume license products: https://config.office.com/ 
 
IW’s can delete content from within the applications. Admins can also request deletion from the Tenant Admin Privacy 
Portal or via the Privacy Response Center. Admins have Admin control panel where they can choose to turn off various 
experiences (Services that Analyze my content,  Services that download online content), as well as Optional Connected 
Experiences read more here: https://docs.microsoft.com/deployoffice/privacy/overview-privacy-controls 

User activity reports. 

N/A 

End user choice regarding the logging of user activity. 

Yes, in Office for the web admins may enable Optional Connected experiences for their IW's and every IW’s can disable 
them if they so choose as well as delete content from within the applications. 

 


